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ol g

the criteria evaluation

o This icon represent that the FGE
should provide a picture of the proof that 8340 #9435 4l e il a Loadl Jis @
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This Document 4aGgl! sa

This document presents a set of
guidelines that can be applied to
measure the quality of the government
websites and their level of compliance
with the best international pracitces
including Web Content Accessibility
Guidelines from W3C. These guidelines
are derived primarily from the
pertinent guidelines and manuals and
the rules and

compatible  with

regulations adopted in the
government entities of the United Arab
Emirates.

The document is subdivided into the
following: Domain and Hosting, Site
and User

Architecture Design,

Experience and Usability, Content,

Accessibility,  Digital  Participation,
Open Data, Security & Information

Protection and Marketing.
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Wlaiulg Gladl
Domain & Hosting

Domain and Hosting guidelines focus on
Shlae¥! de Alazudlg Gladl Dl>ge 38,5
considerations that need to be taken

when  registering  domains  for <Bladl slewl @lan Lud Lol el ol

government websites, hosting conditions egSll g ASTY! ailgall  Aeiiall

and locations and the measures to be
Lgllll el Ny J.«:S\.Ai‘g Wlatuwdl bgydg
taken when there is more than one °

domain etc. 3 ) Leg Blas el o AST 3929 e
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Domain & Hosting guidelines — 48Laiwdly Glaidl yulas

# Guidelines PPNy #
1 Hasthe entity registered the three domains: ( .ae), (<l 5 (gov.ae)s (ae) clalas 2zl cdza Ja 1

(.gov.ae) and ( .=l ) versions of the domain both
short and long and renewed it ?

o9 adll 9 daghall o ASIY Ladgn Olsie (00

¢ Lacyuses
Hint; Long domain name is the FGE long name i.e. L i .
telecommunication regulatorytuthority.gov.ae Lol SalS Al ool rasaty iglall Gladl ool 13,14
while the short name is the abbreviation of the name [[RTN ol aatd puasll
i.e tdra.gov.ae
Documentation: il il
Domain Name reservation request Sl low) 3> b

5 Do all registered English domains redirect to the Leudiyl) pe Lolemi¥l S BUasll di g3 Sole] i Ja 5

primary .gov.ae domain? §(.gov.ae) gusil @lasdl J)
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Site Architecture & Design

There may be no right or wrong when it aJlaxl 4l aladl JSaL 1 3lasy Laie

comes to the look and feel and the N S S W e (ol

aesthetic aspect of a website. But when it : . .
2o @8lell puamdly odl Blan Lo Ll Lduud
comes to design and architecture, usability

¢ Jolazl J}:- PN é.\.ﬂg ‘a\.\'xh&ﬂ EU}Q.“ &JL@
must be taken into account in order to

sl Gam o d2f e Le oLy delsd cllligd

serve both customers’ expectations and

organizations objectives.These guidelines ! ksl .oalobaill Glrlog 2ucasll <3l

help achieving this. odaldl (e 3adms § delud
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Guidelines

Does the website design comply with the
guidelines of the Federal Visual Identity
Guide having the key sections
mentioned: Masthead, Navigation
Options, announcement section, Body,
footer, Federal logo ad entity logo used
in consistent places across the website?
And reflects the visual identity of the
government, including the use of white
as a background to the content of the
website

Does the website in English and Arabic
include the Essential Links placed in a
clear visible section for the website
visitors?

Hint: essential Links include: Home,
Contact Us, Sitemap, Language(s), Help
and Search/Advanced Search

“«

Does the website contain an
Emergency notice section” that allow
entity to share any emergency notice
with its customers in the emergency
situation?

Does the main menu of the website
contain links to the following sections:
Services, Open Data and e-Participation?

Does the global footer offer a visible
link to the Essential Policies?

Hint: The essential Policies include
Accessibility, Copyright, Disclaimer,
Terms and Conditions page, Citizen
Charter and Privacy Policy.
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Does the global footer of the website
provide a shortcut of the entity main
contact number details? (Direct Access
Section)

Does the entity use a correct Favicon for
the site?

Does the "Contact Us" page offer the
Essential Contact Information of the
entity?

Hint: The Essential Contact Information
include Phone and Fax numbers, email,
P.0.Box, online form and electronic map
(e.g. Google Maps) of the physical
address of the entity's head office and
other branches?

Does the entity website include up-to-
date Sitemap that offer links to all pages
in an easy-to-use hierarchy?

Does the entity website provide a Help
or FAQ section? And does it cover all the
sections/topics of the website?

Is the search/ voice search/ advanced
search utility clearly located in the entire
site ? Is it an effective and user-friendly?
Does the website notify users when
multiple search options exist?

Hint: Search engine on the site must
provide advanced search option which
allows altering results based on
advanced search criteria such as date or
topic, Google provides this capability

Implemented Practices:

Wiy Mlogyally s dagy Alggadl
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Ministry of State for Federal National Council
Affairs

Ministry of Climate Change & Environment

Ministry of Education

Ministry of Interior

Does the website implement the

responsive design principle?

Definition: Responsive Web Design
offers the website visitors optimal
viewing and interaction experience (e.g.
easy reading and navigation) across a
wide range of devices including desktop
computer monitors and mobile phones.

Hint: it is a Site adjustment method and
widths automatically to fit the device
used by the website user, whether a
laptop or smart phone or Tablet i.e:
http://u.ae/

Are all pages of the site appropriately
lengthy? And In the case of long pages,
is the Content List provided with links
that lead the user directly to the
intended content farther down the
page?

Hint: Page length must fit its purpose,
as pages with heavy content such as
articles can be long, while the pages
that contain links to other sites can be
short. And it would be best if the “List
of Content” acted as a sticky so users
can refer back to it easily, rather than
having to manually scroll back to the
top of the page

Implemented practice

UAE national portal

L?Lll\jj_ﬂb Ll 34139
eubaidlo 30 A1 3505

Adsludi5yl59

e ol el ol @adat @ Ja
SCE}U

(o 25 bl ]335y
it aeatlly 8eLall Ay JEU dow e
i sl ginas § pusiadl Slenll oo Ll
AS il 53299 LS Ggalo| 3321
Slaliag Ayl Jooaty adsll a9y :5,L4)

S 3Ll i) LA By gl
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(e o) ol ol ($3 casla of s
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33 Sealin Jskas Ll Sl 236 o o
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Lamsll Gleiall 055 of o Ser Niad Lo
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63T pdlsa ] Laslyy 2a3l8 ggous (Gl olmaiall
4ailE" o 13 had¥l e O9Siw 9 Baumd
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User Experience & Usability

Websites should be easy to navigate, have
minimal load time, and provide visitors with
useful resources and information. With this, we
must guarantee an easy, predictable and
pleasant experience. We must first define the
users’ needs and expectations, then validate the
websites we have developed to check if we have
met those needs and expectations.

For more on the methodology of the user
experience, the user should use the Federal
User Experience Guide.

The following guidelines will help improving the

user experience.

cidy S8 4l (Sasy A 1Mo 93 adge 9o duzmll adsll
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User Experience and Usability guidelines — dslusiudly caodseiud | 4,23 plas

# Guidelines abeagdl #

1 Does the body of the website include el Slue e GoASIY adsll geimy Ja 1

breadcrumb trails? Which makes it 58S g potieiaad| e Js 5l S Sl
easy for the user to understand how to = _ - e Ll " y |
access any page and navigate between = 373 “Shesllon daslly O

the links on the site aisll 3§
2 Arethe page structures and the Sha wlisSe o Gulinlly pleuddl 95 Ja 2
location of all standard items - :
dls clgSlly slsll 28K (Shiy cnleaall
consistent throughout the website? i
§USS adsll
3 Isthe website browser-independent 2o 38l3te ApesSanll Azl Lo ASIY adsll Ja | 3
and cross-browser compatible? Al Jenss Aaliell cugll clriias
Slae
4 Does the entity site include all Aaats, )| il § i ASTY) 85l reinty Ja 4

necessary meta—ta.gs on the homepage gl amll Gl il cilmdges
and all secondary internal pages? ” )"ﬂ Ll o |
S (meta tages) duas yaidl &Ll RES
“At least the following 4 meta tags 8 f

should be maintained: Description, altall J8¥l e 2l ad¥l sbldl”
Title, Keywords, Robots” aolall SldSly cpgliall Sldle dgdimsdl
"Ql_'fj_rj).‘b

5 | Are all page titles (Title tag) in the - psdl Olgie) Slmaall cpglic WK WSaTda | 2

website representative of the actual Slmigall aall gsixdl adsll  (Title tag
content of the page? and titles are - i

concise and easily understood? $lye beod 0 Sl Lsslic iy

6 Areall links in the website S oA adoll 3 Laylg)ll 48K 5l @y Ja 6
visible/recognizable, and do they Slriall ouslie go daylayll oda Gz Jag
correctly match appropriate . ' q "
destination page headings? e A

7 | Is the back button functional in all o0 Ao ol Goius S 3 pagiadl (Sazy Ja 7

website pages and does it lead to the 55 e Liall wie gLl Goradl ) ssgal
proper back page or level from the

browser or from breadcrumb trails ? § el s o0 5l pivaill oo (Back) S5l
8  Does the website have a clickable b O @ " Il dmaall” 5 285kl ey Ja 8
? .
Homepage button across all pages? 3l Bagall (e suteial) Sty Suums adsll o

Samive gl oo Gyl
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Hint: the FGE logo is not enough

Has the government entity conducted
analysis or test to identify which
components are most used, and clearly
highlight the components on the entity
homepage?

Hint: Entity can use Card sorting test
this method used to help design or
evaluate the information architecture
of a site. Participants organize topics
into categories that make sense to
them and they may also help you label
these groups. To conduct a card sort,
you can use actual cards, pieces of
paper, or one of several online card-
sorting software tools.

For more information visit the Federal
User Experience Guide or consult UX

team on ux@tdra.gov.ae

Documentation:

Share analysis an entity implement to
know the most used components and
presented on the website

Are the most important functions (such
as search, announcements, services,
important initiatives) displayed in a
prominent location on the homepage?
Are images, graphics and icons used in

the
expressive  of

website self-explanatory and

the correspondent

articles/content?

Hint: lcons should always be paired
with their associated label to ensure
users know what to expect before
clicking on the CTA (Call-of-Action) i.e.:
People of determination functions

ooyadl A A0 Y Al jla i3yl

EEYOS QIIEEN I TN ES S WSS VRS R Y
cothelaill @il g Lalaseral ASYI oS
5ell syl dmiall e lagdsn, cualdy
S e iiunel] 35l misly Sy (g ASTY
(@Bladl 3,3 HLasl) Joe Al G 23504
9 peosas @ Bucbuoll pustuy csbul sag
OsSLALl asdy tus aBgall Cilaglall iy @uuas
o) el Rulaie 135 J] e gl eidasty
Olegezll sia Lewd § Uayl luclud udg
Slladl alasiw! ey clilladl 5,8 oY
oo Sadall e Basly ol Bisll alad ol dlasll

posiadl Ly Jds e LY sl
ux@tdra.gov.ae e ‘a.,\imh

sidud |
LS 28,2l Lzl Juloes gy cile pdss
S ASIY a8l e 5ty Lolasezul SV

Amigall e Aedl wbldl IS 51l g2 da
Yyimg ol psiall slas 0f 093 oo At
Jio cblad) Al e salazul) Ll gt

S ] sl ol cledidl il o ma”

SNGL jasr e maly Sy Biae sl
¢ Ldtes @l patlaslly auslslly

Lpaundll g 90l OAET o) Lesls udy 8yl
oS Lo ddya0 Opeiiall Glasad Le Alag)ll
Wilaill paslbasdl dighyl i lie) Laul Jid dadss

(ol ol a5l cilslacl,
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Does the entity site contain NO broken

links or empty/under construction
pages?

Does the website include a
progress/Loading bar for website

navigation? The download speed of
pages/site is considered

Hint: User should be informed all the
time what is going on the site during
navigation & quires. And download
pages should be taken into account so
that they do not take longer than
expected

Does the site have a meaningful and
helpful 404 error page that works from
any depth in the site with an error
reporting feature and?

Are all designs and styles used on the
website consistent with each other?

Examples: Headings, Fonts, Colors,

Boxes, Tables, Links and Buttons

Does the website avoid clutter?

Hint: Excess and crowded component
and items on a page lead to a
degradation of performance when
trying to find certain information

Does the website provide sufficient
clue to clearly indicates to the user
that an item is clickable?

Hint: These indications must be
consistent across the site; its not
enough that a cursor (arrow) turn into
a (hand) as an indication that an item is
clickable

Does the website indicate to users
when a link will move them to a
different location on the same page or
to a new page on a different Web site?
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Hint: The user has the right to be
informed that he is about to leave the
site to an external site

i.e.: Add an alert that he about leaving
the page

Does the site enable enough contrast
between the dark text and the light ( or
white) background or graphic used as
background of the text are images
been modified enough for easy reading
and discrimination?

Are texts of the website using at least a
16-point font (e.g., typeface) on all
Web pages?

Hint: size of the screen should be
considered and the distances between
the text lines depending on the size of
the font chosen

In case of application forms, does the
website distinguish required and
optional data entry fields? Do forms
clearly define the requested data or
anticipate typical user errors & suggest
corrections? So that there is evidence
of the entry type such as examples or
illustrations or semantic images if
necessary

Does the search work intelligently,
covering all pages of the site and
explaining the order of the results
according to the appropriateness of
the search words added to the search?

Hint: During the search services design
focus on the vocabulary and phrases
used by the clients of the government
in their search for information and
should not rely on literal words but can
find any similar word in addition to
adding hints and help to get the
results?
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Have the usability team solicit usability
testing participants' comments before,
during or after the performance of tasks
or any newly added functions?

Hint: That is, each page is designed, and
then subjecting them to realistic test
with users, as per UX methodology and
principles and then processing the
notes and errors, and retested until a

better level of usability and then
applied on the site
For UX

For more information visit the Federal
User Experience Guide

Documentation:

Provide file indicate an entity in
gathering users comments and notes
before and after implementing
changes

Does the website make it possible for
visitors to rate the content and submit
suggestions for new content?

Hint: to use thump up for rating content

and avoid star rating

Does the last update appear on the
page if the content is modified?
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Content is the most important part of a

Web site. If the content does not
provide the information needed by
users, the Web site will provide little
value no matter how easy it is to use the
site.
This web content

section helps

specialists working on government
websites in the UAE improve their work
consistent,

to provide easy to

understand and appealing content.
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Guidelines

Does the entity implement a fully
documented content management
workflow?

Documentation:

Share file to show content management
workflow on the website

Is the Arabic page the main landing page
of the website?

When toggling between the Arabic and
English sites, does it go to the same
content and not to the home page?

Are the Arabic and English language
versions of the website properly
segmented (i.e. no English in the Arabic
version and vice versa)?

Hint: Unless the source of the file in
English (example of a file from the United
Nations and other organizations and
houses of expertise, and specialized
policies specifications without
translation)

Dose the website implement lazy
loading whenever heavy content
provided. ?

Hint: As scrolling content loads

Does the entity offer a calendar or listing
of upcoming events and participation
activities with detailed information?

Is the expected response time clearly
stated for all sections that involves
communication between the visitor and
the entity? e.g. in the Contact Us section,
Suggestion & Comments section &
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Contact the Minister/ Director General
Section.

Does the entity have a banner or link to
the official federal government portal
“U.ae” accessible from every page?

Does the entity website have a careers or
job opportunities section with a channel

to submit resumes?

Hint: If linked to the federal employment
system, there should be a landing page
for the employer to guide the job seeker
to the federal employment system.

Does the website contain a page
dedicated to showcase the most
important initiatives different from
Initiatives of Year in order to spread the
knowledge and culture of impressive
ideas in the UAE to enhance the
competitiveness of the country and
entity as a leader? The page shall
contain an overview of the initiative and
any media materials such as (video or
video link on an external site such as
YouTube, presentation or PDF document
and others)

Hints: Federal Website Practice

e  Ministry of Community
Development

e Higher Colleges of Technology

e  Ministry of Climate Change and
Environment

e  Ministry of Human Resources and
Emiratizations

Does the website offer a comprehensive
description of the entity services in a
Service Card style?
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Does the website have an Archive
section for laws, policies, documents,
events, etc. that is accessible from all
pages?

Is the content on the website genuine?
(no copy/paste without attributing the
source)

Does the website have an updated
glossary for terms and abbreviations
used within the content to make it clear
and understandable?

Do the content team from time to time
check for broken links (either manually
or using a software)?

Hint: The document might be a plan, or
a record of previous sessions where test
safety links on site)

Documentation:

Provide plan of how an entity test
website links safety or record of
previous session

Is there online evidence that the Entity
provides services in partnership with
third parties?

Hint: The entity can develop content for
partnerships with third parties that
promote the concept of Public-private
partnership (PPP)

Practices on Federal Websites:

e Ministry of Climate Change and
Environment

e Ministry of Interior

e Telecommunication & Digital
government regulation authority

e General Pension & Social Security
Authority
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17  Did the entity create a special page Ll sgqms ol Amiio sLiil At cals Ja - 17
reflecting entity efforts in supporting Sl Ly Aelatad) il Clal o548 @

SDG’s efforts and linked it with SDGs ]| e et oot e el
goals, where each entity has to el e Oy S Al Sl Gyl

document their success stories in terms S o zl=dl ead ELY
of initiatives/public Loladl &slusl/eslygladl/clya Ll
consultations/events/etc.

Hint: 3,4
Federal website practices: usla¥) il sll o Adidas lusylen
e  Ministry of Climate Change and o
environment Flll gl sy @
e Higher Colleges of Technology Ldalldpaall oS @
e  Ministry of Interior Wizl @

18 | Does the entity update the content on aisll e lalgime Coumn Al cwls Ja 18
the UAE’s official website U.ae? SU.e Agutl] o

Hint: Entity should cooperate with the = @led! &,3 ae Gsladll Azl e ciomy :5)L)
official portal team of the country to  z i, olal Gexll Zaxlyeg Wgall Aoyl
review and update the content of the

entity wherever it is found on U.ae. and ‘ ‘ ) ‘
contact the content team who ! o ol dsinll Gt pe duslyills

responding about the portal through: e gl Aoyl
content.team@tdra.gov.ae " content.team@tdra.gov.ae

According to the duties of the Digital
participation Coordinator in criteria # 4

Uae #oudl adge e dipa=iy u2g Laayd

&»b a.,_ueé).” Z\Sm‘ ‘}H}J.A ﬁL‘.A > ‘iu.)j
digzm po il izl qusiy

Documentation: —
Provide evidence of entity request to e Sorzmll Coumtl ll b (0 Jdds sl
update content on U.ae ol adge
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Accessibility

A website is fundamentally designed to work for all
people, whatever their hardware, software,
language, culture, location, or physical or mental
ability. When the Web meets this goal, it is accessible
to people with a diverse range of hearing,
movement, sight, and cognitive ability. Where
WCAGO0.2 AAA level is the desiered levels that should
reached To determine if FGE web content meets

accessibility guidelines Web Accessibility Evaluation

Tools can be used

Source: World Wide Web Consortium (W3C) Web
Content Accessibility Guidelines (WCAG)
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Accessiblity Guidelines — Jgwog!l Uy mlas

Guidelines

Does the website include alternative texts (Alt-
Text) for any and all non-text content such as
images, buttons, infographics, icons, multimedia
etc , that clearly describe it and make it screen
readable by text to speech tool ?

Do all audio and video files have descriptive
captions to assist those with hearing and visual
problems?

Is line spacing at least (e.g: 1.5 within paragraphs),
and the space between paragraphs spacing at least
3?

Links, component and items format/shape should
change when approached by cursor?

Hint: Perhaps changing a line appears under the
text, or change the font size etc.

Does the Entity website provide AAA accessibility
feature that is working efficiently?

Hint: as a text option or, if an image is used, alt text
should be provided

Do that foreground and background color
combinations provide sufficient contrast when
viewed by someone having color deficits or when
viewed on a black and white screen?

Does the website have a software to read texts
and alternative text for visually impaired people?
And the ability to read texts for people with
hearing impairments (Deaf)
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8 s all functionality available from a keyboard? Saslall ag) pc 5,897 alzall caslloghl S Ja 8

Hint: All functionality that is available by mouse is 5,1 (e 5,all 58,8521 Casllsgll apaz 3L 5L

also available by keyboard i.e. back, scroll etc 2 Bagally sl o s ke muslall ong)
Best Practice applied for Accessibility Function on a 295l Goiua e dslacl) duylon sl e eI
Federal website: rgalmil g ASTN adga e Addas
e Accessibility function — Ministry of Interior s 3,59 Jgemgll s @
e Accessibility function —Ministry of Finance AW 5l Jgumsll Husols @

e Accessibility Function — Telecommunication &

dadydl

Digital government Regulatory Authority
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o8 Jl as,Ladl
Digital Participation

Digital participation is the active trend in
aeizll @ baadll oLyl Aad ) AS5LAL1 pad
the digital society through the use of

modern information and communication Sloglall Lizglgiss plasil P o @_z,)_n

technology (ICT). This participation z<,Lallsia Jedd ¥ « (ICT) &zt c¥LasYg

includes not only access to the Internet,

Lol Jodd s ¢ commd ol dI Jgumsl!

but also various services, online content

and the interaction of the public with the <43 <Al ae $sizmlly Sloasl alins

government VPSS PORPS |
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Digital Participation Guidelines — a3 Il aS;Ladl plas

Guidelines

Is there a dedicated “Digital Participation”
page on the entity’s website that enable
audience to Participate and collaborate
with the entity, and contains details about
its e-Participation activities?

Best Practice applied in creating Digital
participation page

e  Ministry of Finance
e  Ministry of Health & Prevention

Does the Digital Participation page offer
the “Digital Participation Policy\Charter”
and “Moderation Policy” for the website
visitors as per the “Digital Participation
and Social Media Guidelines for Federal

Entities?

Does the entity have an annual plan for
Digital?

Hint: Government entity can use the
Microsoft’s Programs or others
templates to set for one year Plan
include (the posts for blogs,
consultation’s titles)

Documentation:
Provide entity plan for posting digital
participation posts

Does the entity have a Digital
Participation champion whose role is to
implement pertinent initiatives and
spreading Digital Participation culture in
the entity?

Hint: The Digital Participation
Coordinator is the person responsible for
implementing the Digital participation
plan, coordinating with the national team
to doing the following:

EAPPONY
Aniio Go ST Ladss e Al pasass Ja
993 20 5L (e gzl (Sad Apad 1 A, Lical)
Ldoidl 48K (e Juolas

Amio pamaii § dwle Jiadl e b
ded | aS, Ll

LWsye @

peizmll LlBgg Aniall 5yl @
Adll AL Bmiie @ Rl i Ja
Lol 9 "ad)ll ASHladl Awlw/3liw”
Glal Jdl 8 haise s LS "alAY
deolgtdl Sloal alasiuly a8yl aS)Lial)
Sl olexll ‘;m?m

a8, AS,Lael) Lgin Aas Al gl Ja

ol gl Bl Al ol 5Ll
L dul ALl Aas Joal lage g Cldgwy,Sila
(@hsddly @bigal) arslsa) Jodd

silud |

sde Jodd 4l dbhs e Goimy cale pdgs
alslly s adll

daais Joty Aed ]l AS)Ldel) 3o Al ] Ja
Jals aSLakl Wlat ads Aball @ld ahsldl
Allgiung 8)laol (reats Axnly Aaidy 4pily Azl
SJlell Ida § Buetas

Jogadl paseddl sa &ad Il &S,LaL) Gudo :3L4)
o Geaddlly Aed)l) AS)Lal) dbs dan (e
pld! duany a8 0l aSHlaell gbosdl 3yall
ik Loy pody i AS AL
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Follow up the consultations and blogs and
all content which related about Digital
participation through Sharik.ae

Documentation:
Provide employee appointment letter as
digital participation coordinator or share
coordinator name with National Team to
follow up with all digital participation
topics

5 Does the entity publish the results or
summary of public participation
feedback and polls?

Federal website practices
e  Ministry of Health & Prevention

6 Have there been any “e-Consultation
practice” & “e-Decision Making practice’
regarding any of the entity’s services or
policies in the past 12 months? Have
those practices clearly presented in the
entity website under e-participation
section?

4

e Subject: the first paragraph of
the consultation which include
the brief about the subject and
provide all information about it,
which encourage the audience to
participate

e Target / Goals: the second part
of the consultation is the gov
entity must highlight the goals of
this consultation.

e e-Decision Making the last part
of consultation, where the entity
give their audience the
opportunity to directly
contribute in the decision
making about services or policies
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7 Does the entity wupload their .is) (e gsmms ohode mdsn Azl psis Ja | 7
ConSL‘JItatlons as -Dlgltal part|C|p?t!on Hlsell e Zad) )l ASHLAL Jlro 8 (Resio Ay
practices on the national portal for Digital | o€ (o Lal L8 Za ol 3 LAl Aol
participation (Sharik.ae) with “minimum 6 = === (Sblel bli) 2e8 35, bs!
Consultations in a Year”? SN sl Sl sl e Sl § o e 6
Hint: the total of the consultations in @ 3,540 6 2wl § olsadl §sazme O3S s 13yl
year 6 include (Future consultations, ., . .. olhon & ol .

. . Shsde Aile Shyde > Shsde) L
Current consultations, Past consultations) O (YT T A
https://u.ae/en/participate/consultation | &5 dk 7Sl (sl - =l
https://u.ae/ar-AE/participate/consultations
Documentation: ol |
Provide list of digital participation posts Aol dad N ASLadl il ygdin Aa3lE a3

8 Does the government entity blog include il Pl i Cadl s 8
at least one monthly post from the sbsll Zigall e Zuag Al S8 da
minister, the undersecretary of the JEY e diw ) JS Buslg dioguny whlelhla
ministry or the director general? Saladl ol 8515631 JiSs ol sl ca
H|.nt.: Provide 4 blogs per year at a sl anS Bl I35 cilige 4 g3 ByLAl
minimum
Documentation: il |
Provide list of blogs an entity posts Loy iy Azl cold (&) caliganl| 2asld a3

9 Does the entity promote its participation = Jize & Lelis puaz s e Al Joni Ja | 9
in Digital Participation’s Field? S dued,l as,ladl
Hint: Whgre topiss.are adv'er.tise.d f?r G pealoll e Basallly DY o3y o 1550
consultation or Digital participation’s i )

10 Is the Digital Participation section on the 10

e Pisitalt patior : Lyye &l alge e Buadll ASLALI o o
entity’s website Electronic connection L FLsfiondl Lo 2
with the central Sharik.ae? Poblelehla Anbsll ASLAL Als
11 11

Does the entity allow anonymous public
participation  without forcing the
participant to register first?

(e.g. contact us form and other contact
forms)

ASHLal) dxiial Jgumsll spemll 4zl 25 Ja
‘:.\JLL«.U ﬁ‘)—‘l Q92 é.i.l:.ﬂ\j KJL&LD @3}"5.‘}"
§ Jumadl / Ll Jalyll U of ol s
(‘5)5:}” UL@‘}LN Slxdmg Ly hasl Axbpw :Jt)

ded ) A4S, Lad |l e jludiwl gl 3929 Sl &
dp@tdra.gov.ae :JW| wudl (e line Jualoill (2

For any inquiries on Digital Participation
Criteria please contact us at : dp@tdra.gov.ae
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Open Data

Open government data promotes
transparency, accountability and value
creation by making government data
available to all with no restriction for its
re-use. Public organizations produce and
commission huge quantities of data and
information. By making their datasets
available, public institutions become
more transparent and accountable to
citizens.

By encouraging the use, reuse and free
distribution of datasets, governments
creation  and

promote business

innovative, citizen-centric services.

adlasdl e dsguall dwsSEIl oLl
LU M e cldg At 3l Weludly
Bole¥ 59u8 (6l 90 prezll AuosSall Ll
EPEPILAINY SR IPLE | JLADES EPYNES Iy
BB W e 9 Sheslally bl (e
Slucwdl! muat e Lol o biled! Sile gazs

b lsll alel Agguag uslas HST Aalall

bl ol ¢ Blas Lasisis Lalasiul Balely

5,5l clacielly JLacHl ysslas 3307 dpe Sl

oblsll e S5 gl
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Guidelines

Is there a dedicated "Open Data” page
on the entity’'s website for sharing these
data with the public? Does the published
data cover the core domain of the entity?

Does the entity publish data in open
machine-readable format or Not
machine-readable (PDF, scanned files,
etc.) , with no access restriction (e.g. the
need to register)?

Federal website practices
e  Ministry of Education
e  Ministry of Climate Change and
Environments

Does the Open Data page offer a clear
data access and usage policy for the
public to enable them use the data?

Hint: UAE open data license as per
sample document in the NSDS

Does the Open Data page offer user
statistics and data ( e.g: number of users
using their services, number of visitors,
etc) provided in an open data format
such as spreadsheets, CSV, or xml files)?

Practices on Federal Websites:
e Ministry of Education

Is the open data page providing a
counter to illustrate the total number of
files in the page

Is the data is understandable and
reusable for both users and machines

Sl gl

Amive G AN Ladgs e 4l pasass da
Jag Ogeezll Dbile Led ,995 4 guall bl
S gty Leboe Jlme B394l Sbiled! Jass
e ogiia Bipay bl 45 o Ja
Slals §ICSV clals juse Jie) 2JY) dxllacll
4> gunll ilalll ¢ PDF) LT 85 9,30 p& of (xml
Otedieiudl K aied @lge Godg () ¢ Ligen
§(olu L] 859540 Ja) Lel] Jgamsll e
gl a8l okl e Ridas Sluyles
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dly SLdl sl syl @

Lasy e dsgrall Dbl dxds Gaixs Ja
wf ol mies QI &> grall bl
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ahledl Aoy § > guall wliladl 4as) :3yLa)
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(e.g. by using metadata descriptions, lally Laesdl bl Clogl alusiwl
common standards, and APIs). (il Zmays il log AaiLal
Practices on Federal Websites: sl a8l gl e dadas Sluyles
e Ministry of Interior slilisly o
e Ministry of Human Resources &
Emiratizations GepAlofyndislolafy  ©
e Ministry of Justices Jaallsylzy @
e Ministry of Education Ly A s @
7 Does users have the ability to rate the @iy olldl degame @l Auols Ja 7
dataset and provide feedback $ potiaall A Lis cale JST cllasSIL]
Practices on Federal Websites: ol adl gll e Addas oiluyles

e Ministry of Interior alslulisl,
- )

e Higher Colleges of Technology

e Ministry of Community Llall 4zl lls o

Development poimll daiidyliy @

8 Does entity provide visualization for Ll jasd Gpgmi oy 4l 855 Ja 8
some of the data provided ? il e 2ol

Hint: Data visualization is the 4. clglall o, sa SLL jgums :5,La)
presentatlgn of quantitative information Clhgias ol gy Bylasy popuey B 3
in a graphical form. In other words, data | _ | ol ol Joms il
visualizations turn large and small T TUHE SHEseme e oR

@ datasets into visuals that are easier for e Sdadlflondl (e dius soum Jl Braally @

the human brain to understand and Lezlasy
process.
Practices on Federal Websites: sl adl gll e dddas oiluyles

e  Ministry of Interior Lsidis,

e Ministry of human resources &

Emiratizations el gty C
e Higher colleges of Technology Llall doaddl olLIS @
e Ministry of Finance s @
9  Does entity Providing data bulk Ul Jeams Apols pdon 2nll cuald Ja 9

download option? S aesell
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Hint: Bulk data refers to putting all
static data into a file or set of files, so
that all of the data can be acquired with
downloads.

Practices on Federal Websites:

e Ministry of Health & Prevention
e  Ministry of Finance

10 Can the public propose/request new
open datasets be made available on the
entity Open Data page?

11 | Does the data on the entity open data
page contain up-to-date data
"minimum 3 data set for this year” and
not just for previous years?

12 Through the Open Data page, has the
entity indicated the availability of its
open data sets on the national data
platform?

Hint: The entity promotes the use of its
data on the National website and the
promotion of the national website
through the development of an
electronic link to their data page on the
national data website bayanat.ae

Best Practice applied on a government
website:

Ministry of Interior — Ministry of Human Resource
& Emiratization — Ministry of Community
Development — Ministry of Education — Higher
Colleges of Technology- Ministry of State for
Federal National Council Affairs — Ministry of
Finance
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Sl 3.‘4.1‘ ZQ Lo -9 u-“i
Security & Information protection

Government entities have to ensure the i, >¥l, 2. Soedl Al 093 Ol Gr9mall (re
security of the website and the protectin |, S AT 2l el Olass Jal e 2!

of its information. The followign a4 2l claoll cleslas oo diean

Guidelines offer the essential practices in Lell ode pliall ool 1 el e Lud |

this matter.
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bl

Does the entity have a backup /or
redundancy plan for its website?

Documentation:

Provide website backup/ redundancy
plan

Is the Entity certified for

Information Security (1I5027001) and
Service Management (ISO 20000)?

Documentation:

Provide copy of ISO certificates with
validity date

Does the Entity regularly Conduct
Penetration Testing and Vulnerability
Assessment for the Website? (such as:
Trustae)

Hint: conducting test through Trustae
for aeCERT registered entities

Documentation:

Provide copy of

Assessment

vulnerability

Does the Entity Implement Protection
Mechanism for Exchanging Sensitive
and Personal Information such as secure
channel protocols: SSL, TLS, SSH, SFTP
...etc.?

Documentation:

Provide evidence on entity
implementation of protection
mechanism

s 5l Ablasl dlas LesSondl 2l o) Ja
§ oA Ladsl 16515k

sailud |

S9SN &l a8l (6)lghall Alas pdg3
ol e Lol 2l Ja
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$(1SO 20000) "ol

8yl

soilud |

Bl 95 wlald (po Aeud pdg3

e Ll wladll e sl lasl el ly canall
§(Trustae: Jis) L9 ASIY! Ladge
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el 5515k gbosll 35,801 pe Amail | lizl)
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Lol ol sl L AS e Al mdeS
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S "lapés SSL, TLS, SSH, SFTP =¥sS53s,s

salud |
Llesdl A1 &zl 3adas oo Juls 893

TOLL FREE 800 12 ilaell @b ,J1 & FAX +9712 7772229 (.Sla + ABU DHABI, UNITED ARAB EMIRATES 5.uill 3 sall il L« oulosyl # PO, BOX 26662 .. m

www.tdra.gov.ae




drasyll dogiallg Ollnill pubbii dum
TELECOMMUNICATIONS AND DIGITAL
GOVERNMENT REGULATORY AUTHORITY

TDRA

GosL|

Marketing

The effective marketing of the entity’s ala sl &=l g ASIYI adsall Jlasll agudl
website is essential to ensure reaching the s l—z‘ﬁl‘t’ Boncall clially seeandl Aiyan olos)
target audience and their usage of its

. ijﬁ}’\ )3.4'4_2-_“ )fjaﬂj Slodsg ilaglas (1o 6599y

infromation and services and to promote its e-

presense . The following Guidelines offer the ~=195¥ A sSll Al aluiul Gesas A ol ol

entities a set of essential practices and tools ladse Giswad e Ladelud bl Slaoylons

to market its webstie

@jj\f_‘}’\
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Does the entity promote its
registered Arabic domain name )
(bl .dg=dl on their website as one
of the electronic communication
channel to enhance the Arabic
presence and identity on the web?

Hint: awareness can be by e-
banners, social media
announcement and any other tool

Documentation:

Provide evidence of marketing the
Arabic domain name to public

Can the website be found easily
using any search engine by using
the most important keywords?
Does it use SEO (Search engine
optimization) process to get more
traffic and grabbing a top spot in
most used search engine?

Hint: The website should appear on
the top of search result

Does entity has newsletter/mailing
subscription service in clear and

visual place?

Does the website provide links for
downloading all applications owned
by the entity on the most important
platforms (Android, 10S, etc.)?

Does the entity use data analytics
tools to measure the website
performance?

cileall

sl canyaiy (e Yl Al asas
) Al peladl pall Gladl el
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Documentation:

Provide analytics report
implemented by the entity such as
(Google Analytics)

Does the entity website offer a rich
media section where press kits and
entity assets can be downloaded?
(media packs, logos, etc.)

Hints: Page content should be
updated

Are the optional services available
on the site as (elderly services,
mobile services and other services)

Practices on Federal Websites:
e Zayed University
e  Ministry of Community
Development

saalud |

lady adsll olal Lolual Jeloall yoaall pdss
Google ) Jie &)l g Gudall allasl)
(Analytic Report

el 0S5 e s AT asll sim o
Melly Aaminll Slalll s M oo S
ogally abladadl) Ses¥l Busell el

S Lamgall @l

8y89ll &Ll ezl (e anpaill iy o
ol LS oleus) A adsll e 2l 3
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For Inquiries contact

Digital Gov KPI Enabler Team Aeed, Il e gSiaell LS éﬂ)-é

Email: mgovet@tdra.gov.ae meovet@t dra.gov.ae:gsg I sl
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